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On 15 December 2015, the EU Commission, Parliament and Council of Ministers reached agreement 
on the General Data Protection Regulation (“GDPR”).

Three years in the making, the GDPR is now expected to be 
formally approved by the EU institutions and then published 
in the Official Journal early in 2016. It will come into force two 
years from the date of publication (so probably in early 2018), 
giving organisations and companies a couple of years to 
prepare themselves for the new rules.

We summarise key features of the new legislation below.

Increased harmonisation of EU data 
protection law

EU legislation on data protection has been in place since 
the 1995 Data Protection Directive (“Directive”), which 
guarantees the protection of citizens’ fundamental rights to 
data protection. However, being a “directive”, rather than a 
“regulation”, this required EU Member States to implement 
their own national legislation in order to achieve the goals of 
the Directive. (In the UK, the Directive was implemented by 
the Data Protection Act 1998.)

Differences in the way that each Member State implemented 
the Directive have led to inconsistencies, creating complexity, 
legal uncertainty and administrative costs. This potentially 
affects both the trust and confidence of individuals and the 
competitiveness of the EU economy.

By contrast, as a regulation, the GDPR is a binding legislative 
act which will apply directly in its entirety across the EU (albeit 
with some limited scope for inter-country flexibility, discussed 
below). This means that the GDPR will replace the patchwork 
of data protection laws across the EU (including the UK’s Data 
Protection Act), hopefully making it simpler and cheaper to do 
business there.

Jurisdictional scope

Currently, a company must be “established” in a Member State 
in order to be subject to that Member States’ data protection 
rules. By contrast, the GDPR will apply whenever personal 
data is processed about EU residents in connection with 
either (1) the offer of goods or services, or (2) the monitoring 
of behaviour within the EU.  This will be the case even if the 
organisation processing the personal data has no physical EU 
presence.

This removes the need to interpret the term “established”, and 
broadens the territorial scope of EU data protection law.

Harmonising European data protection law: 
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Financial penalties

The GDPR will set the maximum fine for a company which 
does not comply with the rules at 4% of its global annual 
turnover. This change is likely to be most significant for large 
companies; in the UK the maximum fine for a company 
breaching the Data Protection Act is currently £500,000.

Better rights for individuals

Individuals’ existing rights to access, or request the rectification 
of, their data will be retained, and the GDPR also strengthens 
rights for data subjects with the following new rules:

• The “right to be forgotten”: When an individual no 
longer wants their data to be processed, and provided 
that there are no legitimate grounds for retaining 
it, they can request for their data to be deleted. 
This right has already been implemented in the EU 
following the 2014 Google Spain case, but will now be 
specifically codified in the GDPR.

• Easier access to your data: Individuals will have 
more information on how their data is processed 
and organisations will need to make this information 
available to individuals in a clear and understandable 
way. A new right to “data portability” will enable 
individuals to require service providers to transmit 
their personal data to another provider.

• Security breach notification: Companies and 
organisations must:

• notify the national supervisory authority of 
data breaches which put individuals at risk 
without undue delay and where feasible no 
later than 72 hours of becoming aware of 
the breach; and

• communicate to their data subject all high 
risk breaches as soon as possible so that 
individuals can take appropriate measures.

• Data protection by design and by default: “Data 
protection by design” and “data protection by 
default” will be essential elements of the GDPR. 
Data protection safeguards will need to be built 
into products and services from the earliest stage of 
development, and privacy-friendly default settings 
should be the norm – for example on social networks 
or mobile apps.

Consent requirements

Under the GDPR, individuals’ consent to the processing of 
their online personal data must be freely given, specific, 
informed and “unambiguous” in order to be effective. As 
is the case under the current law, consent must also be 
explicit where sensitive personal data is concerned (such as 
information about an individual’s ethnicity, religion or health).

Consent from children

Children under the age of 13 will not be able to give consent 
to processing of personal data required for online services 
without parental approval.

Those who are 16 and over will be able to give consent 
themselves.

For children aged between 13 and 15, the default is that 
parental consent or approval will be required unless individual 
Member States legislate to reduce the age threshold (but not 
below the minimum age limit of 13).
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Data controllers and data processors

The current system will be maintained whereby data 
controllers are responsible for the acts of data processors.  
However, in some areas (for example for data transfers) 
responsibilities will now be placed on data processors directly 
as well.

However, the GDPR requires controllers to enter into contracts 
with processors which ensure adequate protection of personal 
data. A number of new stipulations about such contracts are 
likely to require agreements to be more detailed with respect 
to each party’s respective data protection obligations, and 
those agreements will need to be prepared with the GDPR’s 
provisions in mind.

A “controller” is an organisation which determines 
the purposes and means of the processing of 
personal data.

A “processor” is an organisation which processes 
personal data on behalf of the controller.

Demonstrating compliance and data 
protection officers

It is already becoming increasingly important for organisations 
to not only comply with the EU data protection rules but 
also demonstrate that compliance, for example, through 
the adoption of policies which are appropriate to that 
organisation’s processing activities.

When the GDPR comes into force, organisations that carry 
out processing operations involving a high risk to the rights 
and freedoms of individuals (such as those which use new 
technology) will also be required to undertake and document 
a detailed privacy impact assessment (evaluating the risks and 
how they may be addressed).

In addition, public bodies and private organisations which 
are involved in certain listed sensitive activities (including 
processing large volumes of sensitive personal data) must 
appoint a data protection officer (“DPO”), who will be 
responsible for monitoring compliance and raising awareness 
within the body or organisation.

“One-stop shop”

Except where specified national law considerations apply, a 
lead supervisory authority located in the EU member state in 
which an organisation has its “main” or single establishment 
will be the regulator of that organisation under the GDPR. 
The Article 29 Working Party (currently made up of all EU 
member state data protection authorities) will also become 
the European Data Protection Board, tasked with enforcing 
consistent decision making across the EU.

Data Protection Directive for police 
and criminal justice

Along with the agreement on the GDPR, the European 
Parliament and Council have also reached an agreement 
on the Data Protection Directive for the police and criminal 
justice sector (“Police Directive”). This will replace Framework 
Decision 2008/977/JHA which previously governed data 
processing by police and judicial authorities.

The Police Directive is aimed at ensuring a high level of 
protection of personal data when processed by the police and 
judicial authorities at national level, and intends to facilitate a 
smoother exchange of information between Member States’ 
police and judicial authorities.

Once the Police Directive is officially published, Member States 
will have two years to transpose the provisions into their 
national laws.



About the Author

Harmonising European data protection law | 6

LAYTONS
S O L I C I T O R S

Michael Edgar
michael.edgar@laytons.com

Michael is a solicitor in our Commercial and Intellectual 
Property group.

His specialisms include:

• E-commerce;
• Consumer rights and data protection;
• Intellectual property including trademarks, brand 

protection and exploitation, and licensing;
• Supply and distribution contracts.



Our Commercial Law Offering

They recognise:

• Our technical expertise with our highly experienced 
partner-led team supported by a growing team of 
superb and enthusiastic junior lawyers

• Our ability to grasp, quickly and accurately, technical 
and commercial imperatives and to use these to 
inform our legal advice

• Our speed of response, flexibility of approach and 
our values

• Our enthusiasm for their sector and the challenges 
and opportunities it produces

Our areas of expertise include:

• Competition Law
• Computer & Software Agreements
• Confidentiality
• Consultancy
• Data Protection
• e-Commerce
• International
• Licensing & Franchising
• Outsourcing
• Product Safety
• Strategic Alliances
• Supply Chain
• Technology Development, Exploitatiom & Transfers

Our Commercial Group is focussed on supporting businesses in high-tech industries.

Our clients include medical device manufacturers, biotech companies, software vendors and SaaS 
providers, world-leading scientific instrumentation manufacturers, university spin-outs, service 
providers to the entertainment and FMCG sectors who use disruptive and innovative technologies 
to gain competitive advantage. They range in size from the smallest start-ups to globally recognised 
brands.



© Laytons Solicitors LLP which is authorised and regulated by the Solicitors Regulation Authority (SRA Nº 566807). A list of members is available for inspection at the above offices.

www.laytons.com

Manchester
22 St. John Street 
Manchester M3 4EB
+44 (0)161 214 1600
manchester@laytons.com

Guildford
Ranger House, Walnut Tree Close 
Guildford GU1 4UL
+44 (0)1483 407 000
guildford@laytons.com

London 
2 More London Riverside
London SE1 2AP
+44 (0)20 7842 8000
london@laytons.com

https://www.linkedin.com/company/laytons-solicitors-llp
https://www.linkedin.com/company/laytons-solicitors-llp
http://www.laytons.com

