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Introduction 
This document is intended to be used by a party which is considering 
sharing confidential information with another party.

The below is not a comprehensive list of questions/considerations: it is 
intended to alert the user to certain matters which it should consider before 
entering into a non-disclosure agreement (“NDA”). It does not replace the 
need to take legal advice before entering into an NDA: there is no such 
thing as a “standard” NDA which will suit every purpose. Failure to take 
advice on a particular NDA can result in the recipient having permission 
to use your confidential information for unanticipated purposes or having 
claims to that information and can even result in you being prevented 
from using or disclosing your own information.

We recommend that you consider the points below and discuss them 
with your legal adviser before entering into any NDA:
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Issue Comment

1 Who is the other party?

(Name and address and, where applicable, registered 
company number) 

Identify the correct entity or entities to receive your 
information. Any person listed as a party will have 
rights to enforce the agreement against you.

2 Why do you need an NDA?

a. What is the disclosed information to be used 
for (commonly referred to as the “Purpose”)?

b. Who will be disclosing their confidential 
information (you, the other party, or both of 
you)?

c. If both parties are to receive the other’s 
confidential information, for what Purpose 
will each party be using it (for the same or for 
different purposes)?

Draft the Purpose precisely and ensure it is appropri-
ately limited in scope. 

The purpose of use of disclosed information may 
be different, depending on which party is disclosing 
– you may need to draft two Purposes in the same 
agreement.

3 Sharing the other party’s confidential information 
with third parties (e.g. other companies in their group, 
advisers etc.):

a. Does either party need to be able to share 
the other’s confidential information with a 
third party?

b. If so, should the party disclosing the other’s 
confidential information need to merely alert 
the third party as to the confidential nature of 
the information, or to require that third party 
to enter into an NDA with them? 

Consider whether group companies and/or a defined 
category of associates should have the right to see 
the disclosed information. 

The wider the circle of disclosure, the greater the risk 
of breach, and the harder it is to monitor compliance.

Option (b) may be more appropriate where you are 
sharing business critical or highly valuable informa-
tion.

4 Should there be any restrictions on who a party may 
share the other’s confidential information with in its 
organisation?

a. To those who need to know for the Purpose?

b. To certain named individuals only?

Option (b) may be more appropriate where you are 
sharing business critical/highly valuable information. 
Consider obtaining signed acknowledgements of the 
NDA and individual undertakings from the relevant 
individuals. 

Consider whether only employees of the recipient  
should have the right to see the information: should it 
be disclosable to contractors or others as well? 
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Issue Comment

5 What confidential information will you disclose or 
receive?

e.g. information about:
• business operations (including finances);
• marketing; 
• employees;
• products;
• software/IT programmes;
• third party information held in confidence;
• processes;
• any new products/processes/discoveries
• concepts/ideas;
• the NDA itself (you may wish to keep the fact 

that you are in discussions confidential to 
avoid tipping off competitors, or customers 
that you are in discussions with their 
competitors)?

Information listed in the definition of Confidential 
Information will be the information which is protected 
by the NDA: you therefore need to consider carefully 
what information you will be disclosing and ensure 
the description is wide enough to cover all relevant 
materials.

6 Labelling/Form of Disclosure:

a. Must information be marked as confidential 
in order to be deemed so?

b. Is information disclosed in conversation to 
be considered confidential? Should it be 
confirmed in writing as confidential after 
disclosure and only protected if so? 

Think about the form in which you expect to provide 
or receive information. Do you expect conversations 
between people in your respective organisations to be 
treated as confidential?

Should the NDA cover information disclosed before it 
was entered into, or not?
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Issue Comment

7 Is it likely that IP will be generated in the course of 
discussions with the other party?

Generally, an NDA is not the appropriate document 
to address ownership of IP generated in the course 
of discussions, and if IP generation is likely then the 
parties should consider a collaboration / development 
agreement. 

Under English law, in the absence of alternative agree-
ment, intellectual property is owned by the person 
who created it (the exception being employees who 
create IP in the course of their employment – that IP is 
owned by their employer).

Consider practical measures to limit the opportunity 
for collaborative IP generation until an appropriate 
agreement as to IP ownership has been put in place.  

8 Is the recipient likely to have similar information to the 
information which you will disclose? 

If so, you should satisfy yourself that you have a 
comprehensive record of any inventions/creations and 
other information. 

This is a serious risk for technology companies who 
are in discussions for collaboration with a potential 
partner in the same industry. 

Particular care is needed to draft the exceptions to the 
undertaking – see point 9 below.

9 The undertakings of non-disclosure and non-use 
(other than for the Purpose) should be subject to 
agreed exceptions.  The parties should consider 
exceptions from those undertakings for information 
which:  

a. is already in the public domain prior to 
disclosure;

b. subsequently comes into the public domain 
other than through fault or neglect of the 
receiving party;

c. the receiving party can demonstrate was 
already in its possession prior to disclosure;

d. a party can demonstrate that it developed 
independently without reference to the 
disclosed confidential information; and

e. a party is required to disclose by law (e.g. in 
response to a court order in the context of 
litigation).

The precise scope and drafting of the exceptions will 
depend on whether you are disclosing or receiving 
information (or both), and must take into account the 
risk that the parties may have similar information.    

If your recipient can argue that it was already in pos-
session of information which you disclosed to them, 
or that they had independently developed it them-
selves, your NDA will offer no protection against its 
misuse or disclosure. 

Conversely, if you are unable to prove that you 
already possessed information which the other party 
disclosed to you, or that you had independently 
developed it, you will be restricted by the NDA from 
using or disclosing your own information. 
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10 For how long should the duty of confidentiality apply?

a. For a set period following disclosure? (A 
longer period may be appropriate where 
information is particularly sensitive: a 
shorter period may be appropriate where 
the information is less sensitive and likely to 
change); and

b. Indefinitely? (Appropriate where a trade 
secret may be disclosed).

Bear in mind that, if the exceptions described at point 
9 above are appropriately drafted, the NDA will be 
self-limiting.    

Bear in mind that the undertakings will usually outlive 
the duration of the NDA.  Diarise the termination date 
of the NDA, since information disclosed after this date 
will not be protected by the NDA.   

11 Is it necessary to disclose the information at all? The best form of protection is non-disclosure. 

NDAs are notoriously difficult to enforce, but are es-
sential in protecting IP rights (such as patents) and to 
assert trade secret status where patent protection may 
not be appropriate.  

Consider phased disclosures and other practical 
measures to reduce the risk of unauthorised use or 
disclosure.  

Ensure there is an internal policy for agreeing NDAs, 
and appropriate training, so that risks are not ac-
cepted unwittingly.
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For further advice or more information, please contact 
Richard Woods at richard.woods@laytons.com


